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ABSTRACT 

The banking industry has adopted information technology in the form of internet banking in its 

services. Although the provision of internet banking makes transactions easy and practical, it 

also runs the risk of harming the bank's customers themselves. The problems of transaction 

security and customer protection are of particular concern for the development of internet 

banking in the future, mainly due to the absence of a legal certainty in Indonesia. This research 

is to find a legal certainty in providing legal protection to customers of internet banking service. 

The method used the normative legal approach. Normative legal research is a method that refers 

to the applicable legal norms. Legal protection of the customer's rights which must be realized 

by the service providers as mentioned in the Customer Protection Law becomes the sole 

responsibility of the service provider and the customers obtain the best facilities, especially in 

matters relating to the security of the customers. The absence of regulation specifically brings 

problem in the internet banking. In the electronic transactions law, there is no specific article 

regulating the internet banking. For banking business, the supervision is performed by the 

Financial Services Authority Regulation No.38/POJK.03/2016 concerning the Application of 

Risk Management in the Use of Information Technology by the Commercial Banks. However, 

the sanctions imposed on these violations are not strict because they are only administrative 

sanctions. Therefore, more strict regulation is needed in protecting customers who are 

disadvantaged by the use of internet banking. 

 

INTRODUCTION 

The development of information technology changes the pattern of 

thinking about boundaries, time, values, material forms, logical thinking, 

work patterns, and social behavioral boundaries from manual to 

computerized/digital services. The paradigm shift is in fact more difficult to 

follow by the law as a means of a social discipline. If the law is to protect the 
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human interests, then the law should serve the public with the best 

enforcement. A legal protection is the protection provided by the law and 

regulations to preserve a normal, comfortable and peaceful life for the 

society. (Kusuma, 2012) 

Apart from the above changing dynamics brought by the growing reliance 

on internet, other issues that have joined to increase regulatory concerns for 

internet banking include the prevalence of frauds in the internet environment. 

Electronic banking services (electronic banking hereafter abbreviated as e-

banking (Sharma, 2011) is a new strategic tool in the global banking sector 

to attract customers and increase customer satisfaction for financial services. 

As time and the age of information technology development go by, the 

telecommunication brings about business applications which are based on 

internet banking (Rahmath, 2010). 

Digital era, namely the era of information technology is increasingly 

utilized, both by the society and the banking industry in order to improve the 

efficiency of operational activities and the quality of the bank services, such 

as internet banking (Djumhana, 2012). E-banking is the banking of the new 

era. The term Internet Banking or E-Banking is used as a supplement. 

Making banking products and other services available to wholesale and retail 

customers through an electronic distribution channel is called e-banking. 

The development of technology-based systems especially related to the 

internet has influenced how banks interact with their customers 

(Parasuraman & Zinkhan, 2002). The use of technology in the banking 

business today is a must. The need for a fast information requires the banks 

to create a technology that can improve their performance (Egan & Prawoto, 

2013). 

One of the services provided by the banks is the internet banking, as an 

alternative medium of providing convenience for their customers. Internet 

banking is an electronic banking to provide convenience for customers in 

conducting banking transactions via computer and internet network (Suryani, 

2005). Internet banking customers can have almost all banking services by 

only clicking the buttons (DeYoung, 2001). 

Pikkarainen, Pikkarainen, Karjaluto, and Pahnila (2004) define internet 

banking as an internet portal through which customers can use various 

banking services ranging from bill payment to investment. 

The famous quote by Bill Gates that banking is vital to a healthy economy, 

but banks themselves are not. It highlights the crucial nature of the electronic 

forces that are affecting banks more than any other financial service 

providers. This transition of business operation have created new model of 

operation called E-Banking (Shukla & Shukla, 2011). 

The factors influencing the use of internet banking are as follows: 1) 

comfort has a positive effect on the customer’s interest to use internet 

banking (Poon, 2008); 2)  the ability to access the site and contact the bank 

when needed (Zeithaml, Bitner & Gremler, 2009); 3) availability of features 

through innovation to meet the customer needs (Gerrard & Cunningham, 

2003); 4) privacy related to the user's personal information is assured 

(Hamlet & Strube, 2000); 5) internet banking speed to provide the desired 

information for internet users (Mukherjee & Nath, 2003); 6) internet banking 

has low transaction costs and high-speed services compared to other banking 

services (Chang, 2002). 
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In Indonesia, the internet banking was pioneered by one of the national 

private banks in 1999 (Direktorat Penelitian & Pengaturan Perbankan 

Indonesia, 2002). In fact, the implementation of the internet banking has not 

developed rapidly. This can be seen from the low number of banks using 

internet banking services, i.e. only 6 out of 139 banks with the number of 

customers recorded as many as 147,500 people, and mostly used in large 

banks. Nevertheless, as a new and innovative alternative banking services, 

the internet banking becomes a very important and strategic issue for study 

(Hermana, 2010). 

In the Indonesian market, out of about 130 national private commercial 

banks, not more than 20% of them have actually worked on these modern 

payments and administrative services. Such banks work seriously and 

modernly to develop their services so they can provide better services 

quickly, individually, safely and equally with no limitation since the service 

can be accessed from anywhere and at anytime. For these reasons, the banks 

began to adopt the use of information technology, especially the internet as 

a channel in providing services to its customers, known as internet banking 

or e-banking (Sugiarto, 2012). 

Security issue relating to financial transactions through the internet 

banking has always become a major concern of the banking customers. The 

bad news about internet banking both in the printed and electronic media has 

increased people’s fear. More customers are using mobile banking that is 

considered more secure than the internet banking (Agwu & Carter, 2014). 

The development internet banking service in Indonesia has been pioneered 

by one of the national private banks, Bank Internasional Indonesia (BII) in 

1998 (www.bankbii.com) and followed by other existing banks. Today, the 

internet banking services is dominated by the two largest banks in Indonesia, 

Bank BCA and Bank Mandiri. 

In 2017, there was a case in Mandiri Bank that had caused an interruption 

in the Mandiri Online Service. The Mandiri Online Service was temporarily 

suspended due to the many reports of loss of funds from the internet banking 

service customers. The Financial Services Authority (OJK) requested an 

explanation from Mandiri Bank and monitored the implementation of the e-

banking at Mandiri Bank and asked the bank management to ensure that all 

service infrastructures to customers were run well and safely. OJK also asked 

the customers to keep their transaction safe and secure, especially the internet 

banking transactions; particularly in keeping their personal identification 

number (PIN) and other personal security codes; and, not easily presenting 

their ID or password for any reason to other people. 

(www.ekonomi.kompas.com) 

Mandiri Bank had also once encountered a case of web phishing activity 

via emails sent to the customers. Web phishing is a criminal activity using 

social engineering techniques (Singh, 2007). At a glance, the email is similar 

to the original email from Mandiri Bank. However, inside, there is a link to 

update the data of Mandiri Bank internet banking customers. When users 

update the data, the data is recorded and sent to another address (Radiansyah, 

Candiwan, &Priyadi, 2016). 

The problem of legal protection for banking customers is so dilemmatic 

that until now a legal protection for customers has not been maximized to 

obtain a legal certainty in the national banking. 

http://www.ekonomi.kompas.com/
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RESEARCH METHODS 

The method (Marzuki, 2006) used in this study was the normative legal 

approach (Ibrahim, 2006). Normative legal research is a legal research that 

considers the law as a norm system (Fajar & Achmad, 2010). The data was 

obtained from secondary data consisting of (Ali, 2009): a) primary legal 

materials in the form of a legislation; b) secondary legal materials in the form 

of writings, both books and articles containing comments or analysis related 

to the subject matter; c) tertiary legal materials in the form of dictionaries. 

The data was collected using literature reviews and document analysis. The 

data was analyzed using qualitative methods based on a deductive thinking 

(Nasution, 2008). 

RESULTS AND DISCUSSIONS 

 

Legal Protection for Bank Customers 

The banking institution is the core of the financial system of each country 

and is very important in a modern economy (Sukarno & Syaichu, 2006). 

Bank is a financial institution serving as a financial intermediary of two 

parties, a party that has an excess of funds and a party with a lack of funds 

(Ibrahim, 2004). Through lending activities and various services, the bank 

serves the financing needs as well as launching a payment system for all 

sectors of the economy (Hermansyah, 2006). 

In Indonesia, the provisions concerning Banking are regulated in Law 

Number 7 of 1992 concerning Banking and subsequently amended by the 

stipulation of Law Number 10 of 1998 concerning Amendment to Law 

Number 7 of 1992 concerning Banking (hereinafter referred to as the 

Banking Law) (Fuady, 2003). The Banking Law should provide legal 

protection for customers in the banking sector. 

In relation to banking financial transactions, the existence of Law Number 

11 of 2008 on Electronic Information and Transactions has brought an 

umbrella for banking activities using electronic media thus provides a legal 

protection for the banking consumers (Tianotak, 2011). This law provides a 

legal protection for electronic transaction consumers in Indonesia because 

this law provides a room for everyone to file a lawsuit against the party which 

administers the electronic system or uses the information technology that 

causes a loss (Sjahputra, 2010). 

To control the banks, the internet banking activity is monitored by the 

Financial Services Authority hereinafter referred to as OJK (Sitompul, 2002). 

Before the issuance of the OJK Law (Law No.21 of 2011), bank supervision 

was conducted by the Bank of Indonesia. After the OJK Law exists, the 

regulation and supervision of financial service activities in the banking sector 

are carried out by OJK (Kasmir, 2014). 

This customer protection needs to be linked to the establishment of a solid 

banking system which ultimately leads to an efficient, strong and robust 

banking system to create a financial system stability that promotes the 

national economic growth (Sugiarto, 2004). Therefore, banks and customers 

must have an equal relationship to support a sound banking system (BPHN, 

1993/1994). 

Government regulations are increasingly paying attention to banks, 

especially internet banking (DeYoung & Hunter, 2003). In the case of 
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electronic banking services, an OJK regulation on the implementation of a 

Digital Banking is being formulated. Digital banking service is an electronic 

banking service that optimizes the use of customer data in order to serve 

customers’ financial transactions in a convenient, fast, and easy way to suit 

customers' needs safely, and can be done independently by the customers. 

So, the main key in the internet banking services is a risk management and 

prudential principles whose ultimate estuary is the improvement of the 

service quality to the customers (Kusuma & Susilowati, 2007). 

Banking services through an electronic media is a service for bank 

customers to obtain information, communicate, and perform banking 

transactions through the electronic media as clearly stated in Article 1 Point 

3 of the Financial Services Authority Regulation No. 38/POJK.03/2016 

concerning the Application of Risk Management in the Use of Information 

Technology by the Commercial Banks. 

In Article 2, it is mentioned that banks are required to apply an effective 

risk management in the use of Information Technology. Banks are also 

required to provide a communication network that meets the principles of 

confidentiality, integrity and availability. In conducting electronic banking 

services, banks are required to comply with the provisions of OJK and/or 

other related authorities. The protection provided by the bank is very 

important to generate a trust and convenience to the customers. 

The sanctions that can be imposed under this OJK regulation are 

administrative sanctions in the form of written warning, decreasing the level 

of financial soundness in the form of downgrading governance factors in 

bank rating, prohibition to issue product or implementing new activities, 

closing certain business activities; and/or inclusion of members of the Board 

of Directors, Board of Commissioners and executive officers onto the failure 

list through a fit and proper assessment mechanism (Article 36 Paragraph 1 

of the Financial Services Authority Regulation No. 38/POJK.03/2016). 

Bank customers' legal protection is not only a concern in Indonesia. As a 

comparative study, banking customer complaints in Malaysia are also related 

to cyber insecurity and electronic banking. This was expressed by the 

Consumer Association of Penang (CAP, 1994) as they felt sorry for the 

statement issued by The Associations of Banks in Malaysia (ABM) saying 

that customers have become victims of fraud because of their lack of 

awareness and knowledge of the latest scams and this sounds very similar to 

saying that consumers are blamed for other people’ successful fraudulent 

activities. ABM also said that it is the customer's responsibility to protect 

their assets and devices. Whereas, CAP expected banks to be responsible for 

protecting customers assets. 

Liability of Banks from the Perspective of the Customer Protection Law 

Business actors (Sidabalok, 2006) should be legally responsible as they 

are the main actor in the enforcement of the customer protection law. Since 

only with a legal liability, the customer rights can be obtained including the 

bank customers who use internet banking services. 

Product responsibility (Campbell, 1990) is one of the legal instruments 

that produces an obligation to protect the rights of the customers. 

Historically, a product liability emerged from an imbalance of responsibility 

between producers and consumers. Producers (Widijantoro, 1998) are 
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cautioned to be continuously careful with the product, because the liability 

of the product should be strictly regulated. 

The application of a strict liability (Miru & Yodo, 2007) is based on the 

premise that today's customers cannot do much to protect themselves from 

the risk of a serious damage caused by a "defective product". The more 

complex the product is, the fewer opportunities available for customers to 

keep themselves from the product defects. 

According to Gunawan (1994) the main objective of the world of law 

introducing a product liability is to provide a protection to customers 

(customer protection) in order to have a fair risk between producers and 

customers. 

The responsibility of the banks as business actors as regulated in Article 

19 of Law Number 8 of 1999 concerning Customer Protection should cover 

a compensation for the damage, pollution, and/or customer loss due to 

consuming goods and/or services and a compensation in the form of a refund 

or replacement of goods and/or services of a similar or equivalent value, or 

health care and/or a re-compensation in accordance with the provisions of 

the applicable legislation. However, it does not apply if the business actor 

can prove that such error belongs to the customer. 

In general, the demands for a compensation borne by the consumers as a 

result of using the product, whether in the form of material, physical or 

mental damages, can be based on several provisions which are generally 

divided into two categories, namely: compensation claims based on default 

(wanprestatie) and compensation claims based on deeds against the law 

(Miru & Yodo, 2007). 

For the losses due to the errors or negligence of the business actors or 

banks, the customers have the right to get a compensation as regulated in 

Article 4 Letter h of the Customer Protection Law (UUPK). And, if the 

business actors refuse to compensate the customers’ demands, they can be 

sued through the Customer Dispute Settlement Agency (BPSK) or the 

customers can launch an appeal to the Judicial Body located in their area as 

regulated in Article 23 of the Customer Protection Law. 

The customers have the right (Nordin & Abdullah, 2017) to choose the 

right solution for them either through the court or out of the court. A dispute 

settlement through a court (litigation) is a dispute resolution pattern that 

occurs between the parties to the dispute, in which the settlement of the 

dispute is settled by the court. The verdict is binding. In addition, there is also 

an out-of-court dispute resolution through BPSK which carries out dispute 

resolution and settlement through mediation or arbitration or conciliation as 

set out in Article 52 Letter a of the Customer Protection Law. 

In the case of alternative dispute resolution, OJK issued the Regulation 

Number 1/POJK.07/2014 concerning Alternative Institution for Dispute 

Resolution in Financial Services Sector. In the event of a complaint, the 

complaint must be settled first by the financial service institution. In the event 

that no agreement is reached, the customer and the financial service 

institution may settle disputes outside the court or through the court either 

through mediation, adjudication and arbitration. 

With the existence of the alternative institution for a dispute resolution, 

there are two things that become the output of this institution activities. First 

is a complaint management. The complaint mechanism has nothing to do 
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with the institution where the bank will later be asked to appoint a special 

team handling the issue in case of a complaint. In that mechanism, there is 

no need for an institution. The institution will only exist and is required if it 

turns out that, from these normal complaints, customers are not satisfied, so 

the customers can file a lawsuit to the court. However, if the court mechanism 

is considered costly then it can be pursued by submitting it to an alternative 

dispute resolution institution (Hadad, 2004). However, the sanctions imposed 

on these violations are not strict because they are only administrative 

sanctions. 

CONCLUSIONS 

The legal protection of customer’s rights which must be fulfilled by the 

service providers as mentioned in the Customer Protection Law becomes the 

sole responsibility of the service provider and the customer gets the best 

facilities especially in the case of a personal security. The absence of 

regulation specifically regulating internet banking has brought some issues. 

In the electronic transaction law there is no specific article regulating the 

internet banking. For the banks, the supervision is performed by the Financial 

Services Authority Regulation No.38/POJK.03/2016 concerning the 

Application of Risk Management in the Use of Information Technology by 

the Commercial Banks. However, the sanctions imposed on these violations 

are not strict because they are only administrative sanctions. Therefore, more 

strict regulation is needed in protecting customers who are disadvantaged by 

using the internet banking. 
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