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ABSTRACT  

The need for the globalized economy today is trade secret. Often developers / innovators 

do not wish to license the product / process cost of the predominant need for full disclosure. The 

security of trade secrets in India has usually not been a topic of much debate in the past. Trade 

secrecy is a simple way to address these problems. The writer wants to clarify the regulatory 

structure of this IP domain Security in India in this research article. This study would include 

overview of the legislation on clandestine / secret trade as it exists today. Trade secrets security 

is important for promoting creative initiatives, global investment and promoting fair competition. 

Trade secrets offer a feisty advantage over the competition and therefore one must ensure that he 

successfully defends his subtle business knowledge from his competitors. Trade concealment a 

modern form of IP is very vital whereas is gaining sufficient popularity for the reason that in age 

of growing  globalization, the loss or success of each company rest on on its secrets, initiating 

them to remain secrets of government or consumer knowledge. Through such a paper the author 

is making an effort to highlight the laws that deal with trade secrets in India. 

 

1. Introduction 

A trade secret is material that can lead to significant damage to the actual 

proprietor of the Secret if it were revealed to a rival. Such kinds of secrets are 

connected with manufacturing and economic enterprise utilized in industry and 

trading. “Trade Secrets” usually denotes details of business-related data not 

commonly available in community which the proprietor legitimately wants to 

keep undisclosed or proprietary. “Trade Secret” might be system, a procedure, 
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a portion of apparatus, data on prices etc. It can be viewed as a trade secret for 

some piece of data that has pecuniary value and is kept confidential. Because 

of the secrecy it offers the company a strategic advantage over its competitors. 

Trade secret law strategy is to protect, uphold and foster business integrity 

principles and reasonable dealing, also inspires innovation. The unlawful use of 

individuals other than the owners of such information leads to an unethical 

activity and a breach of secrets. 

The Trade-Related Aspects of the Treaty on the Protection of Intellectual 

Property (TRIPS), is a legal agreement imposed by the “World Trade 

Organization” (WTO) with respect to such knowledge as trade secrets, 

specifies “Article 39” itself: 

Trade secret should not be known by individuals who normally deal with this 

information, or be readily accessible. Trade secret needs to be of economic 

value, as a secret. The rightful owner should have taken fair action.  

In addition, the North American Free Trade Agreement (NAFTA) described 

Trade Secret as "Private value information which is not in the public domain 

and for which sufficient steps have been taken to protect its secrecy." 

Knowledge is a crucial aspect of the trade secret, because it is proprietary to 

everyone as the owner has managed to keep it hidden, and it is so important. 

Uniform policy on trade secrets is describes as knowledge that includes a 

formula, template, collection, software, system, process, software and includes: 

• It derives independent economic value from the fact that those who may 

gain economic value from its disclosure are not commonly known to or not 

easily ascertainable by proper means. 

• It is the subject of efforts that are reasonable under the circumstances to 

maintain its secrecy. 

The important fragment of this IP domain is secrecy and not creativity. In Re 

Providian Credit Card Case it was stated, in any case where the material is not 

classified, trade classified is not required. Similarly, in the event State ex rel. 

Commissioner v / s Lucas County Council. The Ohio Department for 

Environmental Protection has maintained that the instant some classified 

material is revealed. 

Because the benefits of the digital technology are rising exponentially, it gives 

rise to the trade secrets of being Choice's intellectual property. The purpose of 

laws relating to this IP domain is to safeguard, uphold and foster business 

ethical principles and fair practice, and it also promotes creativity. The 

legislation to protect this is derived as of the common law against prejudicial 

opposition established by English Courts in the nineteenth century. 

The center of the business world is the value bonafied, justice and fair play 

and, accordingly, security is required for free conduct. Intellectual property 

includes secrets of copyright, trademark, patent and trade secrets, thus all 

intellectual property except trade secrets are subject to legislation. There is no 

sufficiently effective Trade Secrets security law in India. Trade secrets vary 

considerably from other types of intellectual property protection. The 

technology is original, practical and non-obvious because patents allow it. 

Trademarks can contain the written word or design describing an artifact or 
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facility. Copyrights include only means of speech, not material, idea, 

information etc. 

Disclosure of trade secrets will cause damage to the Secret's true holders. The 

Trade Secrets usually applies to details or business-related information not 

commonly available to the community which the proprietor legitimately wants 

to hide and keep private. When this IP domain was revealed to media, they 

cannot even be evoked though use of information does itself help to expose 

them. There would be no trade secret rights if it is revealed during the course of 

use. 

 In American Express Bank Ltd. vs. Ms. Priya Puri, the court of law ruled the 

consumer data are neither trade secrets nor properties. It was observed that 

within a span of five months, any individual of prudent intellect should get to 

know the consumers it could assist along a path. Consequently, court ruled that 

workplace rights should not be limited or curtailed on the basis that he had the 

date and private client details of the workplace and thus dismissed the appeal of 

the restriction. The very aim behind its privacy are values, hence this IP 

domain must remain practical in its essence. 

2. Discussion 

1. Importance of trade secret protection: 

A brand's trade secret is the most valuable attribute that helps the business to 

retain central to its credibility and market place. There is no obligation to get 

trade secret security from a organization being a big business. 

 

a) New Innovation/ Technology:  

Because it is now known that computers and other devices are being built to 

keep knowledge confidential but stored in concrete formats earlier. Thief needs 

to go through different stages in order to get information from this physical 

object, so he may make unjust use of that information. However now with the 

latest technologies the exposure is hidden information turn out to be tranquil. 

The file which is stored in the storage network can be password protected, and 

encrypted is limited to employees on a nee-to-know basis. If an employee 

needs to view the computer network information, he can quickly retrieve it, fax 

it, share it on the internet, or simply delete it on a hard drive, whereas consent 

the front door unobserved in his pockets with number of details. The physical 

universe is not company secrets friendly. A few dates’ hackers are cracking 

into networks to get the sensitive information and trade secrets from a company 

in such a way that no one thinks. The F.B.I controlled approximately 1,500 

hacking cases in 2002 for comparison, and handled 2,500 in 2010. One recent 

example is “Philip Gabriel”, "Stakkato" reported on five charges alleging 

misappropriation of trade secrets In comparison, the F.B.I controlled nearly 

1,500 hacking cases in 2002 and handled 2,50013 in 2010. One recent example 

of this is Philip Gabriel, "Stakkato" reported on 5 charges alleging 

misappropriation of this IP domain. 
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b) Growing Significance of Trade Secret Info:  

Like all other intellectual property, this IP domain is becoming important and is 

playing a growing part in the country’s frugality. The “Congressional Research 

Service” concluded that phenomenon also extends to this IP domain: " As the 

US carries on its transition of information- and service economize, domestic 

firms 'power as well as profitability are gradually becoming more and more 

competitive. Trade Secret is an intellectual property category that covers 

sensitive knowledge of this kind. The economy used to be focused on tangible 

properties such as natural resources and wealth belongings, now new 

businesses are largely dependent on their intellectual property demands. 

 

c) The Rise in Global Threats: 

Not only are there risks at the domestic level, but there is an increasing risk 

from foreign entities, corporations and administration that often add greatly to 

the value of trade confidentiality. The rationale for rising external risks is 

mainly market internationalization. Pressure of misappropriation rises as the 

organization performs globally. New technology is another explanation for 

mounting external threats. The hackers from every part of the world can get 

access to any information. They do need Internet-connected computers. One of 

the latest cases involving stealing of this IP domain is the case of Xiang Dong 

"Mike" Yu in China, a project engineer from the Ford Motor Company who 

smuggled Ford Trade Secrets into China while on a job search that led to a 

Ford Competitor locus. 

 

d) THE USTA: 

The USTA production of is one of the reasons for the increase of lawsuits on 

trade secrets and commercial secrets. USTA's universal implementation has 

increased awareness among attorneys, corporations, judges and others about 

this IP domain law devours created clarity in the enforcement of this IP domain 

And other rules, as well. Before USTA, the states had greater disparities 

between the types of behavior and the remedies on different trade secret 

problems. The USTA is not perfect but it has provided an initial idea for the 

lawful remedies for trade secrecy embezzlement. 

 

e) Ample Litigation Source:  

There are many chances of trade secret-based lawsuits in the current vague 

economic landscape, and especially in extremely dynamic and competitive 

knowledge-based sectors. As if a company's future is in jeopardy, its leaders 

are encouraged to leave. It would be an external hazard for a compromised 

organization which may have been negligible earlier and should have been seen 

as more important. Therefore, this company will be devoting its energies more 

than ever to defending its interests. 

 

2. The subject matter of trade secret protection: 

The category granted trade secret security is incredibly broad. Unless it is not 

widely known, virtually all detail or process used in industry may be a trade 



PJAEE, 17 (6) (2020)  

5440 

secret, so proper steps are taken to maintain confidentiality. Relevant details for 

which trade secret immunity has been given includes a chemistry procedure, a 

welding procedure, a recipe for pressurized rasping cream, a precision tape 

recorder-manufacturer, a storage device for sensitive products, a cement 

furnace block, a method for producing compacted cotton bath loofas a 

lightweight cargo vessel and a recovery process for scrap metal. Likewise, this 

IP domain security does not given if the idea is not widely recognized, so that 

would usually only be so when the idea is novel. If the material is still hidden, 

then it is novel enough, since this confidentiality means at least limited 

creativity. The economic interest is another aspect of a protectable trade secret. 

Data that would have no economic interest cannot be the target of trade secret 

safeguard. It was initially believed that knowledge would have certain 

immediate usage as a trade secret in the activity of a company. 

 

3. Sustaining trade secret: 

Sustaining/ Maintaining classified the topic matter is a trade secret intended to 

secure sensitive details through the application of recruiting and firing policies 

in the workplace. Understand carefully the future risks in respect of classified 

subject matter when recruiting a potential worker by a contract bound or else 

restricted by past workers. The employee's employment contract should include 

a no-disclosure clause and specifies subject areas that the employer considers 

to be confidential. Additionally, it is best to include a statutory clause allowing 

for fair limits on a terminated employee’s work conduct following termination. 

Provide access to classified information of staff only based on "need to know." 

Areas where sensitive data is stored will isolated from access free zones, 

allowing restricted admission to people who want to know confidential 

information. 

Employees should be continuously informed about the secrecy of any 

information. It can be achieved by using signage and cautionary notes which 

are put strategically. Many inventions developed Trade secrets are by outside 

inventors but may not be immune to patentability. Although the single inventor 

or originator may be quite ignorant of the legislation on trade secrets, most 

users with the company believe the concept is important and have an inflated 

sense of its importance more often than not. The one who yield the idea, 

however, is not readily convinced of this and cases were given over. 

 

4. Protection of trade secrets- legal position in India: 

The spirit of the world of trade is genuine fair play. It can only be achieved by 

safeguarding commercial law. There are certain laws in India affecting any 

type of intellectual property that require trade secrets. India's constitution has 

not passed yet. Trade Related Aspects of Intellectual Property Rights (TRIPS) 

member nations. Trade secrets are often areas that are segregated in India as 

there is no clear legislation to safeguard trade secrets. Trade secrets are covered 

in India under the Indian Contract Act, 1872, pursuant to Section 27, which 

provides for remedies and also prohibits any person from disclosing any 

knowledge he acquires at the time of employment or through contract. 
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Although there is only civil redress under this clause, and no judicial recourse. 

According to this clause, to be classified as Trade Secret any details must be 

extremely confidential. There are several requirements to determine whether or 

not certain material is trade secret. 

• The status of the employee and nature of his work. 

• The nature of information itself.  

• Whether the information could easily be isolated from other information 

which the employee was free to use.   

In 2008 an effort was made to pass the “National Technology Act, 2008”, for 

this IP domains security in India. In addition, the proposed “Indian Technology 

Act, 2008” is based on the United States Competes Act. It was one of the goals 

of codifying and updating secrecy laws to help protect classified knowledge, 

trade secrets, and creativity. “Section VI” of the “National Technology Act of 

2008” covers "Privacy and Confidential Data" and Opening and Remedies. 

This section requires the parties to exercise their mutual rights and 

responsibilities concerning sensitivity safeguards against misappropriation of 

the information. Yet this law can as well, by other programs, shield and sustain 

India's creativity. Connecting creativity, trade secrets and sensitive knowledge 

will only be tackled by a particular regulation that deals directly with trade 

secrets security. 

3. Conclusion 

Trade secret law strategy aims to protect, uphold and foster business integrity 

principles and fair practice, and it also promotes creativity. The legislation to 

protect the trade secret is derived from the common law against unfair 

competition established by English Courts in the nineteenth century. The 

unlawful use of individuals other than the owners of such information is called 

an unethical activity and a breach of trade secrets. Disclosure of trade secrets 

will hurt the actual Secret owner. The Trade Secrets usually applies to records 

or business-related info that the proprietor legitimately wants to keep concealed 

and confidential, not generally available to the public. Since this IP domain has 

been uncovered to the public, they cannot be induced in the case where drug 

used may causes exposure. There would not be trade secret security as it might 

be exposed during the process of use. Therefore, in order to ensure effective 

openness in business dealings, there is an immediate need to enact regulations 

so that the trade secret in India is adequately safeguarded as to a company's 

good working and fair market competition. India has a responsibility to frame 

detailed rules and regulations to eradicate trade secrets safety ambiguity. So the 

safeguarding of trade secrets is important. 
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