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ABSTRACT

Mobile ad-hoc network (MANET) is a collection of mobile nodes connected by wireless
links and that forward information from one node to other node without a wired connection.
Since there is no central authority responsible for routing packets, the security of communication
is dependent only on mutual trust between nodes. This leads MANET to be vulnerable to
different attacks. Rushing Attack is among one of the existing MANET attacks that results in
denial-of-service (DoS) against all on-demand ad hoc network routing protocols. It uses the
duplicate suppression mechanism thus the response time of the malicious node is extremely fast
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and can send a route discovery to the sender, and gain access on the forwarding data. The
attackers can rush the route request packets in many ways such as removing MAC (media access
control) and network delays in packet transmission. In this research, we propose Multipath-
AODV (AOMDYV) protocol, and deploy rushing attack prevention method in route discovery
phase. It enhances the security features of AOMDYV protocol. This research provides solution for
rushing attack using Rushing Attack prevention (RAP) method for AOMDYV protocol.

RAP uses the concept of average delay value, collects a number of RREQs then selects a
request at random message forwarding to mitigate the attack. Trust evaluating node takes the
decision based on request arrival time, then it decides whether a node is trustable or malicious,
by using threshold concept in every pre-request in routing path.

We have used NS2 simulator for simulating the proposed method. The simulation results
show that the proposed security solution is effective in detected and preventing rushing node
attack in the mobile ad-hoc networks. After incorporating mitigation method is to detect and
prevent the rushing attack, this research achieves significant improvement in the PDR
(performance metric —Packet Delivery ratio) up to in average is 93.9%..

1. Introduction

1.1 Background

In wireless communication technology, mobile devices are known to provide
different services. Better communication is also one of the benefits of these
devices. By definition mobile ad hoc networks (MANETS) differentiate
themselves from existing networks by nature. In ad hoc networks, the nodes
themselves are responsible for routing and forwarding of packets. If the mobile
nodes are within range of each other, no routing is necessary. But, on the other
hand, if the nodes have moved out of range from each other, and therefore are
not able to communicate directly, intermediate nodes are needed to make up
the network in which the packets are to be transmitted. All network functions
are performed by the nodes forming the network; each node performs the
functionality of host and router, relaying data to establish connectivity between
source and destination nodes not directly within each other's transmission range
(V. Muthupriya and K. M. Mehata 2015).

Most of the time in situations where there is an urgent need for wireless
communications, mobile ad hoc networks are well-suited for the purpose.
Examples include emergency operations where there exists no fixed
infrastructure and military operations where the existing infrastructure is
unavailable. Since mobile nodes are not controlled by any other controlling
entity; they have unrestricted mobility and connectivity to others. MANET has
many characteristics which make it suitable for some important applications
and it can provide services well in such cases. Mobile ad hoc networks have a
wide range of application usage today, due to its great services, easy
installation and configuration, and its other distinctive characteristics. Mobile
ad hoc network have become an important part of our life due to its vital
services it provides to the population and society. It’s used at home, at work, in
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emergency situation, and natural disasters (Wilson Prakash. S 2015, Neetika
Bhardwajl, Rajdeep Singh2, 2014).

When MANETS are used in the absence of infrastructure, routing and network
management are done cooperatively by each one of the nodes. The routing in
MANET is classified as either proactive (Table-driven) or reactive (On-
demand) (Palwal, Haryana , 2015). In proactive routing, all the nodes maintain
the network status of their neighbor nodes by exchanging it for every defined
time interval. Thus, by using this information, the routing path between the
source and destination is predetermined and available in the routing table. Due
to exchange of control packets in the network there will be increase of network
overhead in proactive routing. In reactive routing the routing path between the
source and destination is founded only during the time of transmission. This is
done by initially forwarding Route Request (RREQ) packet in the network. Ad
hoc On Demand Vector Routing (AODV) and Dynamic Source Routing (DSR)
is the common on-demand routing protocols used for routing in MANET
(Satyam Shrivastava 2014).

Security is an essential requirement in mobile ad hoc networks to provide
protected network communication. One of the many threats that affect the
MANET is rushing attack. This research work focuses on detection and
prevention of this rushing attack. Rushing attack exploits duplicate suppression
mechanism by quickly forwarding route discovery packets in order to gain
access to the forwarding group (Satyam Shrivastava 2014). When an attacker
receives a route request message from a genuine source node S, it immediately
broadcasts the same route request message throughout the network before the
other mobile nodes receive the route request message from the original source
node (Ankita Rathore, 2015).

1.2 Statement of the problem

By nature, a wireless network signal is traveling in free air, shared broadcast
radio channel, insecure operating environment, with lack of central authority
and association among users and physical vulnerability. Security is one of the
most important concerns on MANETS, because MANET system is vulnerable
to different attacks relatively compared with infrastructure-based wireless
network. Security is a major concern in a potentially hostile environment; for
this reason, MANET is one of security focuses area. Many nodes perform
many kind of misbehavior. The focus of this thesis is to research built-in
threshold value and random forward for detection and prevention in mobile ad
hoc network. First clear understanding the behavior and impact of rushing
attack, additionally detecting the malicious node on an infected mobile ad hoc
network is important. In this research work the proposed approach to
mitigation of rushing attack is implemented on the AOMDYV route discovery
phase

1.3 objective

1.3.1 General objective

The main objective of this research is to detect and mitigate rushing attack in
Mobile Ad hoc Networks in AOMDV Protocol and by creating trusted
neighbor nodes to enhance the security and performance of the network.
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1.3.2. Specific Objectives

In order to achieve the aforementioned general objective, the following specific
objectives need to be achieved.

I.  Toanalyze various attacks in MANET with AOMDV

ii. Tosimulate AOMDYV in MANET with rushing attack

iii. To detect rushing attack using the Threshold value

iv. To prevent rushing attack using Random forwarding Technique

ii. To test the performance of the system through various scenarios.

vi. To evaluate the performance of the system using metrics such as end-to-end
delay, packet delivery ratio, throughput

2. Literature review

2.1. Introduction

Many researches have been done on the security of mobile ad hoc network
protocols and they contributed to security enhancement and draw new idea on
strengthening the security of MANET protocols. AOMDV is one of the
protocols on which different researchers worked and proposed different ways
of security enhancements. Therefore, AOMDV related research papers have
been reviewed in detail to know the current level of the research’s output to the
security and research problem has been drawn for this research. In this section
different papers on the impact of rushing attack in the performance of MANET
protocol/s are discussed.

Many international level literatures have been reviewed with regard to rushing
attack’s impact in communication network and implementation along with
some mitigation method on different reactive routing protocols on NS-2.
Among these literatures, we have chosen a few of the most recent and related
papers in rushing attack.

Vasudevan Muthupriya and K.M. Mehata (2015), Mobile ad hoc networks are
mostly susceptible to various routing attacks due to their open access wireless
medium. The researcher only described the impact of a rushing attack on
AOMDYV routing protocol is analyzed and its results were compared to other
attack in order to prove that the rushing attack is more significant than other
routing attack.

The researcher proposes the study of impact of a rushing attack in AOMDV
routing protocol is analyzed and its results were compared to a black hole in
order to prove that the rushing attack is more significant than other routing
attack. AOMDV is one of reactive protocol; to enhance AODV where in
multipath is discovered to minimize the delay in data packet transmission. The
Rushing attacks in overall performance of the AOMDV under the impact of
rushing attack is dangerous than black hole attack.

Some of the challenges in mobile ad hoc networks concerned to routing are
mobility, bandwidth constraint, error prone and shared channel, resource
constraints and insecure hop-to-hop data transmission. This enforces several
security mechanisms in the network to ensure reliable packet delivery in the
network. In reactive routing the routing path between the source and
destination is founded only during the time of transmission. This is done by
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initially forwarding Route Request (RREQ) packet in the network. Ad hoc On
Demand Vector Routing (AODV) routing protocols used for routing in
MANET. The routing can be categorized as a single path and multipath
routing depending on the number of paths discovered during the route
discovery phase. Multipath routing is comparatively reliable and secure
because if there is any link breakage due to any attack or resource depletion in
nodes, it can take alternate path for data transmission. In AODV according to
the requirement of the source, a single path is discovered between source and
destination by flooding the RREQ packets via intermediate nodes (V.
Muthupriya and K. M. Mehata 2015).

The two main phases of AODV protocol are route discovery and route
maintenance phase. The first one is route discovery phase in MANET when
any node wants to have a data transmission it will broadcast a Route Request
(RREQ) packet to its neighboring nodes. The RREQ packet contains the
information of (Source address, Source sequence, Broadcast id, Destination
address, Destination sequence and Hop count). The source address and
broadcast id together form a RREQ identification to prevent the loop formation
in the route and also avoids intermediate nodes to accept RREQ with the same
identification and the second one is route maintenance phase the Route Error
(RERR) message is sent to the sender by the intermediate node if there is any
link breakage between itself and sender. This interrupts the data transmission
till it finds the available alternate path otherwise it repeats the route discovery
phase to establish a new path. This will avoid loss of data during transmission.
Since for every link failure the route has been rediscovered it induces more
delay in AODV protocol. And provides control message are RREQ, RREP and
RERR.

Ad Hoc On Demand Multipath Distance Vector (AOMDV):- an extension of
AODV is proposed by Mahesh et al (\Vasudevan Muthupriya and K.M. Mehata
(2015)), which is intended to reduce packet loss by up to 40% and achieves a
remarkable improvement in the end-to-end delay. In this multiple paths are
discovered between the source and destination which enables reliable
transmission at the times of link breakage. Multiple paths are guaranteed to be
loop-free and disjoint. Like AODV it also has two phases route discovery and
route maintenance phase.

In route discovery phase the AOMDYV protocol aims to find node disjoint and
link disjoint multipath. The node disjoint multipath is where no routing path
will have a common node, whereas in link disjoint multipath, a node can be in
common but no link is common in alternate paths. The node disjoint paths are
more reliable than link disjoint as the link breakage due to loss of energy in any
particular node is less. The route discovery phase in AOMDV is also initiated
by broadcasting the RREQ from the source. Unlike AODV the neighbor nodes
and destination nodes will accept duplicate RREQs and send multiple RREPs
to sender node. Though the protocol sends multiple RREPs it follows AOMDV
route update rule for finding loop free and disjoint routes between any sender
and receiver nodes.
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The route maintenance phase in AOMDV is similar to AODV where an
intermediate node generates and forwards RERR towards upstream nodes
whenever there is a link failure. Unlike AODV alternate routes are available
and so it transmits the packets without much delay. When all the alternate paths
are exhausted a new route discovery phase is initiated. The main advantage of
AOMDV is, it reduces overall end-to-end delay during the period of link
breakage by resuming the process with alternate paths.

As it is described in this thesis, the AOMDYV unlike AODV does not possess
duplicate suppression nature, they generate loop free disjoint multipath. In this
thesis research work, rushing attack in AOMDYV is focused, where number of
routes discovered at route discovery phase is reduced due to this attack.
Whenever there is route drop in an AOMDYV during transmission time, it
searches for available alternate route and forwards the packet through it. Since
number of available alternate path is considerably very less due to rushing
attack, the protocol need to discover new routes when the available routes are
exhausted. This causes increase in end-to-end delay in the network. Due to
increase in end-to end delay the throughput of AOMDV protocol decreases.
Consistent link failures occur in mobile ad-hoc networks because of node’s
mobility and use of fickle wireless channels for data transmission. Based on
AOMDV protocol approach is to obtain all available node-disjoint routes from
source-destination with minimum delay and high throughput. Node-disjoint
multipath routing allows the establishment of multiple paths, each consisting of
a unique set of nodes between a source and destination. This link failure causes
two main problems. Firstly, when a route break occurs, all packets that have
already been transmitted on that route are dropped and it decreasing the
average packet delivery fraction. Secondly, the transmission of data traffic is
halted for the time till a new route is discovered and it increasing the average
end-to-end delay. AOMDV will minimize the effect of link failure. Hence, the
above mentioned two problems caused by frequent link failures are addressed.
In general, propose AOMDYV protocol to evaluation the performance and
impact rushing attack in network. Using AOMDV protocols with rushing
attack and compare by black hole attack over AOMDV.This work is over all
better from other protocols because less packet loss compare with AODV. The
researcher, more and detail discussed about for the impact of rushing attack in
MANET. However, in this work not used any security method.

Finally, this thesis research work proposes a better solution than previous work
because the case of rushing attacks, increase in end-to end delay and
throughput of AOMDYV protocol decreases, then to reduce the above mention
problem by implement rushing attack prevention method in AOMDV routing
discovery phase (V. Muthupriya and K. M. Mehata 2015).

3. Methodology

3.1lIntroduction

The applied mitigation mechanism is discussed in detail in this section. Before
that, the network simulator and the implementation of AOMDYV in NS-2 are
introduced. Network Simulator Version 2, widely known as NS2, is an event
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driven simulation tool that is useful in studying the dynamic nature of
communication networks. Simulation of wired as well as wireless network
functions and protocols (e.g., routing algorithms, TCP, UDP) can be done
using NS2. In general, NS2 provides users with a way of specifying such
network protocols and simulating their corresponding behaviors. Due to its
flexibility and modular nature, NS2 has gained constant popularity in the
networking research community.

3.2. TooLS- NS-2 (NETWORK SIMULATOR -2)

Network simulator is basically used for the purpose of research work in the
field of networking. Network simulator plays an important role in simulation of
routing protocols and mobility models. Code of Network simulator-2 is written
in C++ programming language and with an object oriented version of
Transmission Control Language (TCL, known as OTCL). NS-2 was developed
by Monarch research group in Carnegie Mellon University (CMU) for the
simulation of multi-hop wireless networks. Installation of NS-2

includes all the software extensions needed in  simulation
nile.wpi.edu/NS/overview.html, 2006).

NS2 is an object-oriented simulator written in OTcl and C++ languages. While
OTcl acts as the frontend (i.e., user interface), C++ acts as the backend running
the actual simulation. From Figure 4.1 class hierarchies of both languages can
be either standalone or linked together using an OTcl/C++ interface called
TclICL. The OTcl and C++ classes which are linked together are referred to as
the interpreted hierarchy and the compiled hierarchy, respectively. Object
construction in NS2 proceeds as follows. A programmer creates an object from
an OTcl class in the interpreted hierarchy. The class embedded Tcl translates
OTcl scripts into C++ codes.

3.3. Implementation of Rushing Attack in AOMDV

Since NS-2 network simulator does not support the rushing attack, we have to
implement some protocols on NS-2 for simulation purposes.

Rushing attack described in previous chapter 3.6.2.5, rushing attacks are
known to penetrate even the most secure routing protocols. When an attacker
receives a route request message from a genuine source node, it immediately
broadcasts the same route request message throughout the network before the
other mobile nodes
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Figure 3. 1 Network Simulation-2(NS-2)
(nile.wpi.edu/NS/overview.html, 2006)
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receive the route request message from the original source node (JIANGY]I,
2007).We simulate rushing attacks by introducing a simulated processing delay
at every honest node. The node delays for a certain amount of time varying
from 10 ms to 40 ms before broadcasting it. Meanwhile, the nodes that are
designated as rushing attackers have their simulation processing delay set to
zero. A rushing attacker is considered successful in a route discovery interval if
and only if it has forwarded a fake RREQ and later receives a reply in the same
interval. On other hand, rushing attack is not the only method enabling access
to a multicast forwarding group. For multicast protocols that do not use a
duplicate suppression mechanism such as AMRIS (C.W. Wu, Y.C. Tay ,1999),
CAMP and BEMRP , route invasion can be done by modifying or advertising
false routing information (Hoang Lan Nguyen *,2006). Once an attacker has
invaded into forwarding routes, it may launch other attacks such as dropping
data packets (black hole attack), or delaying them (jellyfish attack), corrupting
or illegally accessing confidential data. In this thesis, we consider only route
invasion by means of rushing attack since there exist many multicast routing
protocols that use some form of duplicate suppression, and are thus vulnerable
to rushing attack. To explain the rushing attack we add a malicious node that
exhibits rushing attack behavior.

3.4. Prevention mechanism of rushing attack.

Depend on attacker behaviors and consider the attacker rushing method, then
built solution to reduce rushing attack from mobile ad hoc network. In general
terms, an attacker that can forward ROUTE REQUEST is quicker than
legitimate nodes can do so, this can increase the probability that routes that
include the attack will be discovered other valid routes. The detection and
prevention of the rushing attack, is known or defined so the mitigation method
is described with examples below.

We used timeout for prevention from higher transmission power or by
wormhole; we can specify timeout at node before forward RREQ to neighbor’s
node. We set some timeout which is normal time for transmission from
previous node to that node. Each time a data packet is sent to the destination of
this route, the timeout for the route is extended to this value. If no data packet
is sent during this timeout interval, the route is disabled but not deleted.

3.4.1. Threshold Values

In this thesis work we used threshold value concept to detect the rushing attack
by fixed threshold value by pre-defined in each mobile node this minimizes
the chances of rushing attack in mobile ad hoc network. The entire nodes in the
network have the instruction that the packet must reach to the neighboring node
at the fixed interval. Each node should check the RREQ of the neighboring
node. If there is any rushing attack then it will try to transmit the packet
quickly and thus the neighboring node can identify the attack node and inform
about it, then discard the attack node from the network. The route request
arrived before threshold value; assume the RREQ packet is coming from
rushing attack, and then the request is discarding. Figure 4.2, shows the small
network topology with rushing attack and the RREQ send from source node to
destination node, then the attack (node 2) is wait in track genuine RREQ to
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received and forward the fake RREQ to destination. The threshold value taken
from our simulation result, after running so many time at that time we compare
the rushing attack routing request time arrived most of time ,arrived to
destination less than from genuine node route request time. Using total time by
the number of nodes we get the average threshold value, in our case (ti, t2, ts
_.m)/n, the output of this assigned threshold value.

Figure 3. 2: Rushing Attack with
Threshold value

Figure 3.2, shows the detection of the attack route request by using threshold
value, then the RREQs is attack or not attack given decision based upon
threshold value compare with incoming RREQ time from source node. In the
topology 6 nodes are included in the network, i.e. node 1, 2, 3, 4, 5 and 6, and
then node 1lis assigned source node, node 6 assigned as destination node.
Figure 3.2, shows the detection of the attack route request by using threshold
value, then the RREQs is attack or not attack given decision based upon
threshold value compare with incoming RREQ time from source node. In the
topology 6 nodes are included in the network, i.e. node 1, 2, 3, 4, 5 and 6, and
then node 1lis assigned source node, node 6 assigned as destination node. The
source (node 1) sends

the route request packet to destination (node 6). Using this threshold value is
decided. In our case, now the threshold value for this network is 0.001sec or 10
ms (milli second), means a packet will take 10 ms in traveling to complete a
hop. Node 1 sends a packet to 2, 3 and 4. The packet will reach in 10 milli
second then node 2 sends a packet to 4 and 5; it will also reach in 10ms and 4
sends a packet to 6, then which will also reach in 10 ms. Node 5 send packet to
6 in 10ms. Assume node 2 is a rushing attack, so it will quickly send the packet
to node 6 and this packet reach in 9.5ms to node 6. Node 6 knows that the
threshold value is 10ms and packet comes in 9.5 ms, means there is an attack
so it inform to other node about the attacker and discard this RREQ packet. So
that receiver node 6 will accept the packets which come from 5 and 4.
According to our flow chart shown in Figure 3.3, combines two algorithm,
those are threshold value concept and randomly forward technique algorithm.
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This algorithm used to reduce the chance of rushing attack from MANET. The
aim of the flow chart will generate the random value and randomly forward
RREQ for every time data transmission so that the malicious node cannot
continue to harm our data. Secondly, used calculate the average travel time
from source to the adjacent node for detect the attack RREQ packet. As stated
above ti, t, ts... ty are travel time from source to adjacent node. Tavg =
(ti+to+ta+...tn)/n .If any packet which is taking time less than Tavg (average
time) the node will discard RREQ packets, because the receive request packet
assume from attacker. A packet which received after taking time at least equal
or greater than Tavg times that packet will only be acceptable unless discard of
RREQ packet from network.

3.5 Randomized Message Forwarding.

The threshold value concept techniques are not sufficient to thwart the rushing
attack, since an adversary can still get an advantage by forwarding ROUTE
REQUESTSs very rapidly. We use a random selection technique to minimize
the chance that a rushing adversary can dominate all returned routes
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Figure 3. 3: Flowchart for Process of
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3.6. Simulation Scenario

In our simulation scenario we generally focus on three scenarios for AOMDV
routing protocol. All three scenarios are provided with the same simulation
time, the same packet size and the same simulation network area. the scenarios
include 11 nodes, node zero assigned Source node, node 10 assigned
Destination node .The two nodes or (source and destination) assigned by blue
color, then the ramming nodes or (intimidated nodes) assigned by red color in
each scenario .Those are: - (i) Normal AOMDV (no attack), (i) Rushing attack
on AOMDYV (with attack) and (iii) with mitigation attack on AOMDYV (secure
AOMDV).

3.6.1. First Scenario: Normal AOMDV (no attack) Scenario

In the first simulation scenario AOMDYV without attack, connection between
Source node and Destination is correctly data flow when we observe at the
network animation of simulation using NAM. The network size is 11 nodes and
is randomly distributed in 12200mx 700m area. TCP connections are established
between the sending and receiving nodes and the data packet are transmitted by
source node to destination node via node 0, 1, 3, 5, 4 and 10 nodes. In this
normal network, the routing request packet (RREQ) transmissions without any
interruption from source (node 0) to destination (node 10).
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Figure 3. 4: Normal AOMDV
scenario in MANET

3.6.2. Second Scenario: Rushing attack on AOMDYV scenario

In this section based on the rule of on-demand routing protocol, only receives
the first RREQ packet and accepted, the same RREQ packet arrived later to
destination then discard even if in normal case. The rushing attack using this
advantage, the attacker receive genuine node and send fake RREQ quickly
forward to destination before honest node, then the honest RREQ arrived to
destination later and discard.

In the second simulation scenario, we added the behavior of rushing node
attack to Node 4. Then, node 4 is indicate rushing node attack ,after receive

6462



PJAEE, 17 (6) (2020)

routing request packet (RREQ) and forward fake RREQ quickly by using high
transmission speed and the attacker RREQ arrived to destination before
genuine node RREQ ,then the destination is discard the genuine RREQ because
the destination getting the RREQ from attacker nodes subsequent REQUESTS.

3.6.3 Third Scenario: With mitigation attack on AOMDV (secure
AOMDV).

In the third scenario, after incorporating threshold value concept and forward
random technique to mitigate the rushing attack behavior from the MANET
environment by finds other alternative path or (other route) to destination. In
our cause, employed threshold value concept and randomly select forward
technique apply in receive request class on AOMDYV protocol. The destination
node before accepted RREQ, first check if it is in route table because they
arrived RREQ available or not, then the similar RREQ exit in routing table
then discard the arrived RREQ and they arrived RREQ is not exit in routing
table also check the arrive time and compare with threshold value, then the
RREQ time less than threshold value, assume in our case the RREQ is rushing
attack so discard because the request coming from rushing attack.
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Figure 3. 6: Rushing attacks with

mitigation

The second method using randomly forward method, this also one important
method to reduce the chance of rushing attack from network .A genuine node
receives RREQ packet from source, then before forward the receives RREQ
packet firstly generate the random value and compare with drop factor value.lf
the random value greater than the drop factor value then random value selected
forward the RREQ packet to destination node else discard the RREQ packet in
our case. In Figure 3.6 shows, topology provide 11 nodes, node 4 assigned
malicious (or rushing attack) and data packets are transmitted from S to D node
via node 0, 6, 7, 8, 9 and node 10. Finally, after mitigation the RREQ packet
transmissions time not used rushing attack node (node 4), so RREQ packet
change other alternative path. This is the result of threshold value concept and
forward random technique on AOMDV protocol.

4. Results And Discussion

Summary of the data

We also measured the impact of the introduction of security on the
performance of both protocols. Moreover on our analysis, we have measured
the impact (fault tolerance) due to the introduction of a threshold number of
malicious nodes with in a network. Accordingly we have summarized the
results of our findings below.
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5. Conclusion, Limitation And Recommendation

Conclusions

From our simulation and analysis we arrive at the following conclusion:

e  Multipath protocols are preferable for fault tolerance.

e The introduction of security doesn’t severely impact the performance of
our network and yet the absence of authentication mechanism can dramatically
affect the performance of networks.

e  That AOMDYV performs better than MDART in networks of smaller size.

e The introduction of authentication security based on threshold scheme
with elliptic curve cryptographic primitives seems to be the more ideal
preference for deploying in MANETS over RSA primitives.

Recommendations

The study can be more complete if it expands into wider scope to assess the
faults due to node energy, the faults due to link failures, and jamming of
signals in the context of two lower layers.
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Furthermore the results of the study can be more practical if the simulations are
done on hardware platform kits specifically designed for such tests. In addition
the study needs to proceed to the exploration of the authentication protocols in
light of how well it identifies malicious nodes and segregates them, and in
terms of how quickly it enables the network to recover from decrease in packet
delivery ratio and throughput.

The study also can be made more complete by exploring the performance of
the AOMDYV and MDART protocols for large scale networks.
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